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Abstract 

The massive growth in social networks presents the research with many opportunities to study issues of social behaviour and 

attitudes toward privacy and security in a non-intrusive manner. Subjects happily post discourse and personal information for 

a public audience that provides invaluable insights into attitudes, social behaviour, group interactions and similar. However, 

such public exposure of personal information does raise concerns for those researching identity issues, particular those 

around fraud and theft. An experiment demonstrates the high availability of personal information that is of value for 

fraudsters, and well as demonstrating issues of cyberbullying and similar. However, it does also raise issues of ethics into the 

validity of the methodological approach ï just because the information is in the public domain, should the subject not have 

similar ethic rights such as the withdrawal and debriefing as a fully informed subject. This exploration is extended with 

another experiment that attempts to demonstrate the ease in which fraudsters can obtain information through the naivety of 

social network users. Therefore, while such data is invaluable to the security researcher and policy makers, the conclusion 

must be how far the researcher should go before the ethical considerations outweigh the value of the data.  
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Introduction  

 

The Internet and the social activity that exists therein presents the researcher with opportunities to access 

aspects of human behaviour that are something difficult to access through face to face methods, such as 

practices related to their beliefs around personal data and privacy.  
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Social networks provide microcosms of human activities (albeit, in the case of a site such as Facebook, an 

extremely large one
1
) and provide either enclosed or public fora for the individual to express their views, 

interact with friends and work colleagues, and present a persona to their intended audience.  

 

However, there is growing concern over the numerous potential threats afforded through the revelation of 

information on social networking websites (Gross and Acquisit, 2005). Through highly publicised through 

high profile media channels
2
 there have been instances of fraud, identity theft and attacks upon the individual. 

The concern generally centres on the level of information the individual is willing to divulge through their 

social networking profiles and the value of this information to the fraudster and potential abuser. The Internet 

and social media therein present an interesting dichotomy to the individual. On the one hand, the breadth of 

potential audience appeals to the narcissistic tendencies of many people to óshow offô their abilities, beliefs 

and information about the self. On the other, the anonymity afforded by Internet based platforms encourages 

risk-taking behaviours as the subject can present personas rather than a full disclosure of their personality.  

 

Given the lack of face-to-face or even real time, interaction with other human subjects, the individual can 

ódisconnectô from the risks of information exposure in the real world. How many of us would be willing to 

present a stranger with our name, address, date of birth and pictures of our children without at least a period of 

interaction that allows a trust relationship to be established?   

 

In this paper, we explore online methods to allow us to develop an understanding of individualôs risk taking 

behaviour online, particularly around the issue of information disclosure, or the willingness of an individual to 

expose potentially harmful information to strangers. We concentrate on patterns of detailed information 

revelation and the exposure of personal information through computer-mediated communication on social 

networking websites. We begin by considering the evolution of social networks and a more detailed 

exploration or the issues of privacy and information protection that are introduced by the online world. We 

also consider why understanding such behaviour is valuable to the research, not just from a sociological 

perspective, but also the implications for practitioners, both in the IT world but also those involved in public 

education policy. We then explore the methodological issues in collecting and analysing data related to the 

phenomenon of information disclosure and present a set of experiments that will illustrate the levels of 

information disclosure via social networking sites, and the willingness of individual to engage within an 

online setting without the establishment of trust relationships. Finally, we will consider the ethical 

implications of what we are presenting, and raise the question: óShould we do it just because we can?ô.  

The evolution of online social networking 

 

Rheingold (1993) declared that the convergence of technologies with everyday life was foreseen in the late 

1970s and was predicted to affect everyone, whether they knew or cared about the future direction of 

technology. This claim was made in the time of simple textual based social networks, and these were still in 

early stages of development and had not yet finished expanding into the integrated communities, as we know 

them today. The first truly collaborative and user-driven websites were established around 2003 as a result of 

new óWeb 2.0ô technologies ï web based platforms which allow users to óuploadô their own content to 

websites rather than simply consume the information presented via their browser. These websites gave users 

the opportunity to create their own content and were generally divided into one of two types; a site gathering 

information as part of collaboration, and a site that hosts and allows interaction between collections of 

                                                           
1 At the time of writing, Facebook has an estimated 350,000,000 users 
2 For example, see http://news.bbc.co.uk/1/hi/business/7256440.stm and Vine 2008.  

http://news.bbc.co.uk/1/hi/business/7256440.stm
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personal profiles. This user generated content and interaction between profiles provided the foundation for the 

development of what we now refer to as social networking websites. 

 

The launch of MySpace in 2003 allowed bands to promote their music. The website provided a place where 

young people could post pictures of themselves, find friends, and let people listen to their music. The 

demographics of MySpace became evident around 2004 with the launch of Facebook. Facebook was the 

creation of a former Harvard student and membership was restricted to Harvard students. The website was 

later opened through invitation only to other educational institutions, and quickly became a cultural status 

among teenagers (Boyd, 2007).  

 

Personal privacy 

 

The labels ópublicô and óprivateô are prevalent online as metaphors for Internet interaction, as they can be 

easily interpreted by the non-technical user. Everyone has their own perception of what is in the public and 

private domains of their social life. However, the social network environment can provide the naive user with 

an environment that they believe to be private (because they can only see themselves and their friends within 

their own personal space) which, nevertheless, can be viewed by a group far wider than the perceived 

audience. It has been noted that connecting to public forums from private homes and workplaces can give the 

impression of privacy (Rheingold, 1993). Social network users often consider online identities separate from 

those offline, and this also applies to the information they disclose online (Stern, 2004). This gives a possible 

explanation to why potentially sensitive information can sometimes be disclosed. A more recent study 

(Lenhart and Madden, 2007) confirmed that young social network users are aware of active threats involved 

with the exposure of personal information, but, did not understand the potential impact of the risks and were 

therefore still happy to disregard protective advice. This could be down to the lack of awareness regarding 

support, not feeling empowered enough to take legal action on infringement of personal privacy due to social 

or financial status (Atkinson, 2007) or the implicit willingness for adolescents to engage in risk taking 

behaviours (Jessor, 1992). 

 

Privacy Implications and the Potential for Harm 

 

Before the creation of social networking websites, the only accessible form of personal information on the 

Internet was through a personal homepage or group bulletin board. This data was selective with a strong sense 

of self-presentation, and was hard to process in large quantities since the information was not standardised 

(Bober, 2004). Facebook is growing rapidly and this has a direct effect on the amount of standardised 

information available. Prior to the development of social networking websites, there was much emphasis on 

keeping data private. However, many successful Internet start-ups such as Flickr, initially disregarded 

personal privacy. This led to the sharing of personal information and opened the doors to social networking, 

but is nevertheless now leading to issues in personal privacy (Torkington, 2005). The Internet allows data to 

be moved, transformed or manipulated, which raises the core issues of authorship and authenticity of material. 

This can be expanded to cover the topics of confidentiality, integrity, availability and accountability (Furnell, 

2005). As a result, it is not the technology we should be worrying about, but the possession of the information 

and how it could be used to cause harm.  

 

Methodological Implications of Online Social Networks 

 

In exploring risk taking behaviour in an online context, the researcher is presented with a methodological 

dilemma ï should they make use of ótraditionalô social researcher techniques such as the interview, focus 
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group or survey, to explore attitude and opinion to information disclosure, or should they embrace the 

technological environment within which social phenomena exist and add this to their methodological toolkit. 

The type of information available in this online environment is the same as traditionally available to the 

researcher, such as interview, observational, document, and audio-video materials (Creswell, 2007). However, 

many researchers (for example, Hine 2000) have commented on the viability of the Internet as an 

ethnographic space. While there are limitations to the environment, it does allow the research to explore in 

situ, but unsighted, from the social context. This allows the researcher to óobserveô and collect data without 

fear of the classic óreactive measurement effectô (Webb et. al. 1966) by with the subject modifies their 

behaviour as a result of being aware of being part of an observed study. The technologies being explored, 

through techniques such as search engines or even the social network environment itself, allow access to 

conversations, interactions and other óprivateô behaviour. This is illustrated by a famous blog posting, which, 

through the use of Google, explored the state of teenaged America through a content analysis of MySpace
3
. 

While the exploration is not hugely rigorous or conclusive, it does demonstrate the value of the researcher 

embracing technology in their portfolio of methodological techniques.  

 

However, the researcher should also be mindful that within the ópublic/privateô space they might access data 

that is not intended for the public domain. At what point does the privacy of the individual become invaded by 

the researcher and the self-justification of óscientific enquiryô blur into exploitation of the naive subject? 

While one might argue that anything that is accessible via a search engine is acceptable because it is in the 

public domain, if the subject did not intend for general disclosure should the be right in feeling their privacy 

has been infringed? At what point does the researcher have a responsibility to the subject? With the 

technologies and techniques potentially at the researcherôs disposal, is it acceptable for them to collect data 

that one might consider to be obtained by fraudulent means by a subject with no informed consent or right to 

withdraw?  

 

Yet, in juxtaposition to this ethical stance, is it not also the role of the researcher to report on behaviour that is 

potentially harmful to the subject, in order to inform public education policy? If the data exposed by the 

research allows the development of more effective public education around issues of Internet awareness and 

protection, is the invasion of privacy and intention to mislead justified? 

 

The following presents a number of experiments that explore this dilemma. While the data collected and 

analysed demonstrates both the prevalence of information exposure in the online world and a population at 

risk from threats such as identity theft and fraud, it also demonstrates the potential for unethical practice when 

exploring this context. 

 

Inf ormation Revelation in Online Social Networks 

 

We have presented the proposition that social networks can be used as objects of analysis, due to their 

potential source for both qualitative and quantitative content. In the case of this initial study, the setting spans 

several popular social network domains. To define clear boundaries for the study, the research was limited to 

the data provided directly on usersô social network profile pages, and collected only from profiles that were 

ópublicô (i.e. the profile was freely available to all without any setting to prevent unauthorised access).  

 

 

                                                           
3 http://moneydick.com/2006/04/23/science-of-myspace/ 
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Selection of Population 

 

In June 2008, a preliminary study was undertaken with a small sample of 50 profiles across Facebook, 

MySpace and Bebo. This demonstrated the viability of the experiment, and guided out data collection 

strategy. It was clear from the pilot that information disclosure was broad, and centred around personal 

information (name, address, date of birth, marital status, etc.) and well as group memberships and interaction 

with social network ófriendsô. It was also clear that social network public profiles crossed all social strata and 

age ranges.   

 

Later in July 2008, a wider, more precise collection strategy was employed to ensure a more rigorous data 

collection. In cases such as this where a population is spread over multiple defined target groups, stratified or 

weighted sampling is usually employed. By reflecting the distribution of the population based on a criterion, 

this ensured an accurate representative sample of the population was held and an extra increment of precision 

was injected into the probability sampling process. The sample population was stratified using the national 

population statistics for active online social network use (Burmaster, 2007). The sampling fraction was 

calculated and indicated that the probability of inclusion in the sample was 1 in 190. Using the sampling 

fraction, we expected to include 144 Facebook, 141 MySpace and 99 Bebo profiles in our final sample. 

Age range of profiles 

 

It is important to note at this point the similarities between the preliminary findings and the main findings to 

establish reliability within our results. A line graph of the user age distribution across the pilot and final 

sample groups is given in Figure 1. 

 
Figure 1: Line graph showing the user age distribution across the pilot and final sample groups 

 

This figure shows a very similar pattern in the distribution of users appearing in the range between 16 and 28 

years of age. The most frequent age is 18 years, with slightly more outliers present in the tailing age groups, 
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although this is expected in a larger sample group. The grouping of these age demographics backs the idea of 

a óGeneration Yô (Gribben, 2007). This is defined as an ambitious generation born between 1978 and 1998, 

which have grown up with the Internet and have become accustomed to the freedom and instant global 

connectivity found online. Prensky (2001) also presents similar age demography around the concept of ódigital 

nativeô being the most online engaged.  

Types and Frequency of Information Exposure 

 

These results have shown that information revelation is a genuine issue across the sample group. The 

frequency of every identifiable piece of information has been measured for each information category, and the 

percentage of the likelihood of revelation has been calculated. The resulting bar chart can be seen in  

Figure 2. 

 

 
 

Figure 2: Bar chart showing the likelihood of personal information revelation in the sample group 

 

It was noticed that the social networking website had an effect on the likelihood of the type of information that 

may be available on any given profile. For example, Facebook users were more likely to either have a political 

opinion or be willing to reveal it, whereas MySpace users were ready to present their email address. Across all 

the target websites in the region, there is much information being disseminated, which could be used to build 

an accurate personal profile upon each user, and open them to evident risks. 
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The Perceived Level of Privacy 

 

It is already clear from the size of our sample and the frequency of the availability of sensitive personal 

information that social network usersô attitudes toward privacy are weak. Further investigation reinforces this 

proposition; where users show signs of awareness of privacy, but are still willing to reveal sensitive 

information or not facilitate the full use of their privacy settings. It is suggested that this could be due to the 

act of signalling (Gross and Acquisti, 2005). This theory of signalling splits the target group by gender and 

assumes that males have a significantly higher chance of revealing information. This suggestion is explored in 

Figure 3 with an abstract view of the usersô perceived privacy settings, grouped by gender. 

 

  
Figure 3: Pie charts showing the presence of user privacy settings grouped by gender in the sample 

group 

 

As expected, the male group generally featured a lower level of privacy protection.  

Data Validity 

 

In several profiles analysed, it was made apparent through detailed analysis that specific items in a profile 

were noticeably false. Users appeared to possess the attitude that this was intended and valued as a joke, such 

as a false sexual preference. This could have a negative effect in the reliability and validity of the information 

in a single instance, but should not negatively affect the study in regards to the risks posed though exposing 

this or other such information. False information identified during the study was dismissed at the discretion of 

the researcher, based on other available information in context. 

 

However, we could also demonstrate a strong awareness of the value of ópublic facingô private information. In 

the case of one profile first impressions suggested it possessed extremely lax privacy settings, and had much 

personal information on display. On deeper analysis of its content it appeared intentionally presented, with the 

apparent aim of advertising an advance powerboat tuition service that the user offered. This user lacked any 

form of privacy settings, nevertheless seemed to understand the risks as the information was purposely 

selected to advertise his business. This demonstrates a particular understanding of privacy and itôs application 

to both personal and professional information. 
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Engaging a Naive Population 

 

Section 5 describes an experiment that demonstrates the prevalence of private information available publically 

on social networks. It also demonstrates a naive population who fail to realise the risks of information 

disclosure. However, within this experiment the only engagement has been at an information level via public 

profiles. While we have already reflected upon the potential exploitation that might results from collecting 

data that, while public, the subject may wish to be private. However, we cannot be accused of misleading the 

subject. In the other experiment presented in this paper, we extend our investigation to consider the value of 

data that might be collected for our overall analysis of the phenomenon of information disclosure through a 

minor engagement with potential subjects.  

Engaging the Facebook Generation 

 

The approach chosen for this experiment was similar to the Sophos social networking experiment (Sophos, 

2007). Two Facebook profiles were created ï one a male called óNathan Smithô, and a female called óJenny 

Clarkeô. Prior to establishing the Facebook profile email addresses were created through the Hotmail service 

(the only pre-requisite ï aside from a confirmation the applicant is more than 13 years of age ï for application 

for a Facebook profile is a live email address). Provocative pictures were chosen in both cases, in order to 

attempt to maximise the number of responses (screen grabs of each profile are included in an appendix at the 

end of this paper). Phone numbers and addresses were checked to ensure they were not real, both were given 

an age of 21 and had private profiles (i.e. another Facebook user could not find out anything about either 

profile prior to accepting their friend request). By responding to the questions posed by the website in creating 

a profile, each had school and work profile information added. The schools in each case were genuine, and 

enabled us to get a starting point for friend requests to be generated and Facebook provided a list of other 

profiles who also attended once school information was added. Friend requests were sent to 100 of the 

suggested friends in each profile, randomly selected from the complete list. In each case 50 males and 50 

females were invited to be friends, totalling 200 friend requests in total.  

Willingness to Make Friends 

 

In the case of óJenny Clarkeô, after 24 hours 48 friends had been added. After 1 week there were 54, and after 

a month óJennyô had 57 friends from an invited 100. Note that aside from the initial friend invite, there was no 

reminder or correspondence sent to any of the invitees.  

 

Figure 4 illustrated the proportion of invitees to acceptances, compared by gender.  
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Figure 4: Volume of friend requests send, and those accepted for óJenny Clarkeô 

 

Clearly óJennyô was successful in attracting friends. More interestingly was that after one month of the profile 

existing, óJennyô had attracted 29 friend requests of her own. This resulted from ófriendsô of óJennyô seeing her 

profile and placing requests themselves. So, people who had never been invited to engage with this profile had 

decided they wished to befriend óJennyô and therefore demonstrate a willingness to divulge their personal 

information to óherô.  

 

óNathan Smithô was less successful with his friend requests. After 24 hours he had 6 friends, after 1 week 12 

and after a month óNathanô only had 15 friends.  

The gender split between acceptances is illustrated in figure 5. 

 

 
Figure 5: Volume of friend requests send, and those accepted for óNathan Smithô 

 

One might hypothesis that the gender difference might be significant in eliciting successful responses to friend 

requests. Female ófriendsô might be considered less threatening, or have less of a risk in engaging with them. 

However, we cannot draw any conclusions from our data and any such discussion would be supposition.  
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Once friends had accepted requests it was very straightforward analyse the level of information disclosure 

they practiced. Personal data that was potentially harmful was collected and aggregated, illustrated in figures 6 

and 7.  

 

 
Figure 6: Potentially harmful personal data collected from óJenny Clarkeô friends 

 

 
Figure 7: Potentially harmful personal data collected from óNathan Smithô friends 

 

Every single ófriendô had their full names stated and many also disclosed information useful a number of other 

dangerous information that could help Social Engineers with identity theft. 90% of ófriendsô disclosed their 

full date of birth, and 80% provides their email addresses. Seven people also provided had their full address 

available. Given that the elements of information required to set up a bank account are name, date of birth and 

address, this ease of obtaining such information does present a concern for those aiming to provide protection 

for identity theft and similar.  

 

In addition, access to ófriendsô conversations, hobbies and interests are all valuable information for those 

wishing to engage in fraudulent activities often referred to as ósocial engineeringô (ENISA 2008). For 

example, many password-resetting systems have reminders based around a social fact about the subject. The 

knowledge gained from being friends with a subject on a social network is potentially valuable to those 

wishing to obtain access to other online accounts that are owned by them.  
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It is clear from this experiment that our target audience are engaged in risk taking behaviour and are willing to 

disclose potentially harmful information to strangers. In the case of óJenny Clarkeô the majority of those who 

were invited to be her friend accepted, and even those who were not engaged directly sent óherô invites to be 

their friends too.  

Ethical Reflections 

 

Within this paper the have presented a research aim around wishing to determine the scale of information 

disclosure via social networking websites, and can clearly illustrate, through experimental practice, this is a 

problem with far wider implications than just the research community. However, the methods adopted to 

collect the data to support this proposition present the researcher with ethical issues. If we consider the classic 

ethical disclosure within research, none of the subjects with which we óengagedô had the opportunity for 

briefing, full disclosure of the experimental process, or right to withdraw. Certainly such criticisms have been 

discussed at length in the field of ethnography (for example, Holdaway, 1982), but in the online context the 

issue is blurred as a result of the subject either presenting themselves in the public domain or being willing to 

engage with someone they do not know.  

 

However, certainly in the second experiment we could be accused of misleading the subject, and not 

providing them with informed consent. Obviously, to provide full briefing prior to the engagement would 

invalidate the aims of the experiment, and we did not engage in dialogue with any subject as we were aware of 

the ethics around what we were doing. However, the dilemma presented to the researcher in the online space 

is how far they should go in order to engage in data collection addressing research questions that have 

potentially valuable impact on society as a whole.  

 

Interestingly at the end of the data collection phase of the second experiment, friends of óJennyô and óNathanô 

were contacted to explain the role of the experiment and provide them with some debriefing information.  

They were also invited to contact the research team to reflect on their feelings. None of the subject responded 

to this request, and perhaps more interestingly, only 30 of the subjects removed óJennyô and óNathanô as 

friends.   

Conclusion  

 

Privacy is a real concept and a growing concern due to the wide scope of the Internet. Social networking 

websites give the users the right and freedom of control over the flow of their information, but inevitable 

hidden risks always pose a concern. It can be hard to identify risks to personal privacy online, and measure the 

resulting impact should a risk materialise, as many risks do not clearly expose themselves or give any details 

of origin. These studies highlight that many people are inadvertently presenting personal information, some of 

which is valuable to those wishing to develop false identities and fraudulent activity and the value of research 

in this area to illustrate these issues.  

 

We also show that a discourse around the ethics of such research is required. At what point does the value of 

the research get devalued by the misleading or fraudulent approach of the methodology? While we might 

consider the first experiment ethical in that the only data collected was taken from public profiles. In these 

cases, while the harvesting of the information might cause concern to the subject, if one was being harsh one 

might observe that it was available for all to see as a result of their own naive practice and did not require the 

researcher to mislead.  
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However, the second experiment presents a more ethical dilemma, in that is clearly effective in collecting data 

that is valuable in demonstrating public practice in online privacy and the naivety of the end user in engaging 

with strangers on social networks. However, it is unquestionable that we mislead the subjects, and, while they 

were invited to be debriefed on the research, they had little opportunity to withdraw from the study or give 

informed consent. While we would consider the approach to be acceptable in this instance, would the same be 

true if óJennyô or óNathanô had engaged in dialogue with the subjects? At what point does the method cease to 

be justifiable and become unethical?  

 

Clearly the web offers the research many opportunities to be innovative with their methodological approach 

and with a mix of technical and social science approaches the data yields can differ from that achievable with 

ótraditionalô methods. However, the researcher should always be mindful that just because the technology 

allows data collection to be achieved, it might always be ethically acceptable to carry it out.  
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